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DIT7ZEYIIO—RULET, WebShell CERDIVY Y RZEFEAL T, YLD 17 (update.exe) 27y JO—RULFET,

2TV TOLREE, VIV I 7PERELU T, CA&CH—N\EBEZRKBRITDIET, WEENE—FTHOY—NICTILT I PEERELEZY S
YLADIT7ZEZUMNMITZY ULET,
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5.1.2. HE55EProxyShell DGR

At U3 UTIE ProxyShell DEEENE IS LUVKBDAZ S ZHEEZ T, ProxyShellit
BRRBEEETHDEERRUET,

(1) HEE :3D0EHEEEBEAUVERBICKDIEREEDHGECS VY AT I 7HRE
WEDIATY ITTERESEUIELDIC, ProxyShelllZ3DNDRRZMEFEEEIELTULWT, 3D0%
IBEEICRITTDEWBENTENR LU CEBNSEEICIVYY REITFTTITUXWVET [69], 3D
DIEFTIENEEL TEFT D ETHENRILTDENS, ITVXTOAM MFI—VEEE

ODNTWVWET [70] TR TOA FFIT—UIF2019FH72UHNSFERTNTVDHUWERET.

—mMIOIORTOCM L (VIRITITPRVRTLARAREBLTVWSEF 1) T 1 DIESHEEEZK
B304 [71]) ZIEUTVWET, ProxyShelDIT 22704 FFT—U%EBRLTVND
3IDDIEFEMEER 7ISRUE T [61] [62] [63] [68].

F= 7 : MicrosoftflhiFzk U 7=ProxyShellD3 D MDffE55 1%
No. CVEHS BESSME D4R
1 CVE-2021-34473 | EREFZEELU CUE— QS I—REET T DME5EHE

2 CVE-2021-34523 | HEDFE DG

X1V TBEEZ N1V LT

3 | CVE-2021-31207
FREDT 7M1 E LEETEDMREE
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[Backend services] EBEENTWBEOM/INY O T RF—
E'XT9Y, CASIE. 754 7 MMERHRICHUL TEREE—E R
ETOF T —ERZRMEUET [72], MicrosoftftIZkD &,
CVE-2021-34473l%. CASO 7O IV RHY—E R (CHESSE
CVE-2021-34473MFELF T, WEBE(E. 19— MR
HTIJOY IV RG—EZNEBRBETS S, EHEE
CVE-2021-34473%5BHICKB TCEIF I, N\v I IV RY—E
A&, CASH SERHEI NTZPOP3IIMAPA/SMTP V54 72~
X Web 754 7k (HTTPHTTPS) 7R EDERL R U TR +
ZZITEROTVWET [72], @F. Outlook®WebT T IH70&
DISATIRYITRE CASERBHLT, X\vOIITUR
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CASICHESSE CVE-2021-34473hh B & . WEEIXZ DTS
MHEERALTC, NYVIIIURY—ERICPIVELRATEITCLE

LET [59].

5514 CVE-2021-345238 K UFCVE-2021-31207 (%, /\wW
VIR —ERICBAUVBWEEBRTER 28 [66].
Microsoftft [N EBENBER TEDHEERNELVEEHAL TL
F9 [61] [63]c LA UL. CVE-2021-34473M/\v O TR
HT—EZAANDEBAZFIREETHDEH. ERAICEKINL
FREEIE. BEROEERMNELCVE-2021-345235 L U
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EESEEEERDEFEDIV Y RANEITTEDLDICHD
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WEEMERDIN Y REERITTESDE, NvIIUR
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WIZY, ST LD I TESYDO-RUTEIFLEYL
Fd, CNOSDHEIZLY., FHRFEC Y AT LBIEIZHE
BI3ETNHHD-6. HBANDHEEFSVEEZDS
nxd,
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AEDEETEHRNIZEY) . ProxyShel DER N S7HBIR 5722021 F11 BHEETE.
W2 RTFEDT — I\ EZProxyShel ZEIEL TLWEEA 60, TDRENDZ<IE.
2021 EE2MH A/ O—/N)btEF 1) 7« BiEPU3EA L R— ~ DIEHRIR A L\ \DED
ETERUELIIC, BRYZTLEPCEHREF 21U T 1 BFREDY AT LERE
ENEREREGEHEEDBERNEZSY . BHEZERHMU TORLASEERVET,
7272 L. ProxyShellSfESEMHEEENTE TV zE U TE. SRDEBEREDHIMAE L
WIESSE T, 3DDIESHHED S 5. 1D DRSS CVE-2021-3447372 14 Tl
WebShel ZZB T EH A, 2DBLIED2 DDMESSIEIFERATE SHERIEL\ &R
LTWET [61] [63], TD=s, MISABEHBILTUEOIMEULNFE A, VYR T
LEEBEIX, O&ED0EDDMRIEMED) A0 ZTMET 27217 TR, EEDT A1 /\—
KEDFEBRNS3IDDRELEEHEAGNDE THEARINT D&, RUKEEN
WebShelZ{FE>7=35aM ) RO D AZHNE TEHRIARI T,
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. EF1UTBAEERCEFIUT A FFIROEHEENSOBFERNEE
To7T. BBEMED) X VFHEEIT > TSIV, TLT. IICEHRTOT S A
ZEALTIEE W,

5.2. I LTI TOHESEH

2021 FEE2M¥HICKRSIET VLTI T7DAIIT IR EVNS DHAE YD
7Y ITUT, ®BISRULET,

© 2022 NTT DATA Corporation

& 81 2021 FEE2MHHICHIT B S5 U LU T 7 DRESH

No. ﬁ%"’ wEE 1 IVFY R OBE
KECANEE < HRORIRRIEN S
20215 | Arthur J. ?l‘ UZFZHLQ EE %ﬁi T g%{f#hur
1 |7B28 |Gallagher ‘%?;”a hg[_ﬁ%JG)jlé\%j ﬁgégﬁ
X (AJG) ?5315% PN LI A
R e
\ W —_ 5N —
5 021F | HREH x‘nﬁ-@ibiﬂﬁ%ﬁtint:‘tlc;ot
7B1H | v Ty H9EIDY AT L THENFEE L7z,
§§;A%%E%®E WARIREE
2p1E S e 3 e
7 : 1
7H9 K ZT, WENMEFRETLN 2T D,
M el bt ggﬁﬁ%égg REhhehsg
U CERIE T
2F |19U7 - | f5LR0 L P P
4 lemA |5V %ﬁ%@%%@fﬁiﬁ%’?ﬁf? -
20215 R FOEIFATHDI—TT1 I
7 gt - =T d R —
sgul |2 GRS IHLD L P [LockBit] DU
M EEE 591 EABRENE, [79]
BREUNY T TN —TDFEHTE
ooz | BESLIAREHE, KL b
6 523%11?5 Haﬁg%: 17\5E 1%:603\)323 )I/Z/}“\%* it 590%7%52
%%Eﬁﬁ%%ménttﬁﬁbt
" 8RB | 3TEY | B0005EO BRIt LA 81]
W1EF | HREH AN Y L =
° |omon [maime | 2RI SRS
EFFUTZ[82]
N i — NS
9 [9BA |/\EENERR | YLD I PREESHT, AR
¢ %B;%Qﬁﬁk%gmﬁfuét%
221%F | Crystal Qr)ftal _Valle E'\‘J 3 ('E é;ﬁ%zz
10" Tomnom | valley LA e o e i

X EEDARA

24



FAl
WERDEL VR & T4 — T I T1 O EZER

EC-CUBEICERET BECH 1 DA 7 2 M ATRDME:

2021 FEEIMGHEHAD L R— M C T, EC-CUBED YV ORYA RROUTT 1 I DRHEMEZERY LIF
F U7z [85], EC-CUBEMMETEMHIL. WEBEIIEODNP® T\, LEEDEETERZRULE LR, 2021
FREFE2MHE (2021F7B~98) ICHVTE, RIDEHY., EC-CUBEZEFIAULIZECH 1 k TWebX
FIUTDHEENMHELU TRELVLTVIIRRTY . CNIE. F1IOFEHAD L R—EDOHEAESEHUET,
ZDENS, IEHEREULEFETHIAUICTION WG A EQRIBRTEFETDIERVET, F
Di=H. UIES<EC-CUBEICBEEYT DECH A MDA UIT U CDATRNMETDEFRLED,

F7/ZEC-CUBEDMETEMEIL. 2021F58 E6HIC7TDREBEINSLDIC. S8E. FLHUVRIENHE
RIN3FENHAHYET [85] 1 —V—F1—THOMRFBHEDRRISTFREL TSIETL,

5% 8 1 2021 EHE 2/ HAICH 1T BEC-CUBEEFIA LZECH 1 DA V5 S
[86] [87] [88] [89] [90] [91] [92] [93] [94] [95] [96] [97] [98]

No. %H ECtH1 b3 ECH 1 FMEEET

1 | 2021/7/6 Hoick stV oo Jvohox

2 | 2021/7/12 JRERAUSAIRART HRASH IR ERER

3 | 2021/7/13 TRANSIC TRANSICHR &1t

4 | 2021/7/14 FHFT7RHE A=t EERFAFE AR

5 | 2021/7/20 ECH4 +rZO0VavIRE BASHFr TN TH1 Y

6 | 2021/7/21 BATSARYaIVEY I BRstEHITR

7 | 2021/7/26 KQLFT TOOLS B S SONS-MARKET

8 |2021/8/16 FUKUYAONLINE =AY

9 |2021/8/18 ;HE ;A}Rff_\(RI\T%KYO FrvTM4 05— a3ttt
10 | 2021/8/23 OV FEBEWEBH 1 b BRASH IV FES

11 | 2021/9/7 s5s434093av HRAESHZEH

12 | 2021/9/14 FREEIXAISA V3T HRASHEAER

13 | 2021/9/16 FLZECURT L Rt —7—I)

'S

© 2022 NTT DATA Corporation



6. T8I

© 2022 NTT DATA Corporation

tm2022A4 ) JEY D - NS DIEY IR AREZH> =11 IN\—IRE

BRm20204 1 W O - KSUEY IBRERARE U, BERAU YD - NSUIEY D) ZE> YA N-REIX, RRAJ YD - N
S IEY IBRASEBEESEFDTHEBBAEL T TR, YRTLDEZXREDT T4 FI—UPREA VYD - XS B DERE
HEEZDEDDRT— I HRIVIICERELTVWEUZ, 218ClIE. ABEDRAT—IRILIICET A N—REARELz—ANMHEIOFTTAILR
DFRITEBENRHZ &, HOPDOH 1 N—KBOFTEEENRHD & EHALE LR,

2022FM2AN S, dEmR2022A4 ) VY U - KSUDEY UixAm (MR ERAVIEY T - KSUIEY D) ZRELET. 21HOREE
BFEADE, HRMNBRAKFEANRND R THDIERAD EY D - NSV IEY O TR BRAVEY D - NS IEY D EERIC. BEDRT—
ORIV ERB T4 VI VI RBO T4 F I —VRENMTONSEHRTESET, £9. PEENTOFEIOT 71 IADBREKRITES
BVWTETEHY [99]. ERAVEY D - NSUIEY VIFEEHE (HEXALIEFEDH) CTORMEICRDKIDTY [100l, LML, HRZMTA S
JO0VBEVWOSZEEBEBNRITURS TL\D728. SEHEERNTREENIIEL., BERHEICEBIIRDIEETNAHY XTI, K> THERAU Y
Ewvo - NSUIEYITEBRRY A FZAVE T v I DV ITREBMTOND EFEULET, LT, RRAUIEY D - KSUIEYIHSIE
RAUEY D - NS Y O DORERRE CHENEWCENS, TAN—KRBORITEEFEEAEZEDNRVWTLL D, TDRzH, T4V
TRBOYTSAFI—VREE VD2, SORTISH 21T AN—KENTONDEHRTEET,

TA—TIIA OV EERUREKRE

AIDFEMDESPENEFRA U —EXDNFEINTULWEIN, SERIFAZEFRAUE [T4—T714 0] "RBEOKEFOE L TERATN
DCEMNBIINET (1010 TA—TTTA40&F AIDRBFE (T14—T3—Z227) ZFERAL THERRINIBOFBENERE C. 2020FLIEFED
HAN—TF1UTAERICEVWTERE U TCEEEINTVET [102], EFE. REZRRETDIIRIVF—BEN. T1—TIJIAI0ZBALEK
(2L > THI2600AZREE (TEE UEEAIN2019FISRETCVET, TRIVF—SHDCEON., LFICHZSD K1Y DHREEDCEON S EEET
REEEBENZHEITUEN, REZDEHEIET A —T I I V(L THERSNEBE CH DI ENHIBAL E LT [103].

CDEIIRRERFZ. T2 UT /KDY —IVEBEICHRELU THRRL CVDIEENHY £9, Microsofttt[FEFBENCEEZ ST L. AIHIC
TERR SNz EDHEREIINEFEEND X 17 TxR L TS [Microsoft Video Authenticator] ZFZ&Z U X U7z [104],

GB TA—TITIAVDOKMFEICALET HEINTNS (104, Y—ILEEATSET CTIIE<, BYDERCTH S ERBHSZHNDIE
RITSV—ELUBBEEINDEEZRT, , SR

ey

2_6_‘



F1LS51Y

FRATDRFRIIR

KYMLTIVICEREL TV S AMNEERRER TG CHEHBADBAENHUET,

6H

AOCOERA AAFESEE OO B,

ANOQ@ itFILE-EH CIMm-SEH-E O@:xfkR

8H

9H

A Windows Print Spooler

CVE-2021-34572

A Kaseya

CVE-2021-30116

A ForgeRock Access Management

CVE-2021-35464

:0 Babuk
1

Revil (Sodinokibi)
|

Hl MasMovil

M Wiregrass Electric Cooperative

H D-BOX

B Campbell Conroy & O'Neil
B Nothern Trains

B CAN Financial CorporationI

OzZvrY

O PR RS
O AVIOZILAFIVE Y
: B /\TJ—RKZE
M Bangkok Airways | B U -EBHEEH

EXX B TU7R)L CTN# . B GIGABYTE Technology
EERE R | W PUYTN EEEE mPN

: : O NHEAERT

: B Eye & Retina Surgeons :

1 :
S~ M Pinelabs B ERBLER—ILT1 VIR
D HR=IV : SUAR—A

1 1

]

I

© 2022 NTT DATA Corporation

27



7. 91 L5402

SAUIC3RE ; S35 s AOCOERN A ARESSMHE OO EE,
XIMLTAVICERHU TV S ENEEEREATII L CFB/HADHENHYKXT, AN O H5ILE- FEA EII:;;’-“F-%E& @

64 75 8H 9H

— S —— i
| O SHERN—IERS D~ P : & VpassEEED
: . O AAIMRREERES | O IRNVAASEES
: : O BHEERD |
: : O O—YURTEERD :
1 1 O BREBERNEEERD
! ! O IOFIVFUEES
1 1 +
E E KB W EHE E W BEBRLTERA
1 @ KaseyaZ§id 1 ! B 2REYRT LR
. . W UMK .
1 1 =
: — > @ KaseyaZE5% : :
1 1 1
: B LimeVPN : B RERAEET—EX :
| W TR : B OO 7SR '
: 4@ BIOPASS RAT : :
1 1 1
| @ Pegasus | 1
: ® EF(o0—5— :
: O EEAUILYOEED | :
I I DI NIV ITT
— OS2 —— I
1 1 1
! & EEAUIE YIS ! !
L RIEES | MDeFi 6fBUSD X
: : M Liquid 9400/5USD :
1 1 1
' ' | WTOYOTA RF27it FIEA<MEAISREE

© 2022 NTT DATA Corporation



7. 91 L5402

o ) (=2 : i STERIRRE Oy E At AOCOEM
HIILITYICRHL T\ S IRERER TR RFBRAGSANSYET. L pCetil o o

6H

78

8H

A AHESEE OO B,
CIm-SEH-E OOtk

9H

3
O )15
O =FHRAREE
O JIWITRYET— X—=)L7RLZR
B UI7SIA ERIEER 1T

O BATINIT—IR—R 16521%

B X5—/I\T BEANERSAAD

B AL —URBHE BEAER HEAMT
M T-Mobile BEAIERIBAS
M Total Testing Solutions

FREIOSRERR 651

O S=AU VY F 7y MEAEID

W 5BLUNEEAER

M Guntrader EEEIEH®R 1184
O BBI—RL—3> BEER |X1054
B My Republic BBEIF#R 793881+
O FORTINETEYVPN EZEEEHR #91000%:

M Microsoft PowerAppsI R—%)b
BAIER 38005%

Epik BEI0FHDT—5 A
Conisa RamonH EEZEIER 1044 A
S1E HEARITE 1186000754 W

ILIYhN—RIER

O &AFIT7PRoE 13014
O JRERFER mxA254844F

O FEEY 231

© 2022 NTT DATA Corporation

1 1 1
I
i ONTTRS55 i O Klab /SR —R 12 h B : OB ®REzYY—
I B Apex Legends I I W AR
: B 951+ EE : i
1 1
| | |
R IED mxEstnsEsaas : : SPLES: il |
1 W REAF 1 |
| W1 U SURER i
| B OUCUBR :
: | e Py | : O =srsg
! B (SUEEYRT L '
: Fl DIE P IR

29



)

(1]

(2]

(4]

(5]

(7]

(9]

AABOERS, “BRRA - INSHIR U N —IKE 42500050 :E=CFER
U,” 21102021, [Z 254 2/]. Available:
https://www3.nhk.or,jp/news/html/20211021/k10013316541000.html.

LU RV oO%RRH, “ [ERSE] RRA ) Y IADOXEZETFU
MMIFBBDEFA A —IVITER" 304 2020. [4 254 V). Available:
https://www.is702.jp/news/3675/.

HASHBABAHEL, JOCICH A N—KE, £PCHE HEREXK RV )

256 2021. [ 251 Z/]. Available:
https://www.asahi.com/articles/ASP6S6V5TP6NULZUOOB.html.

HRSHAANEFREL BRI LT b BRNMEE SRSk
5,7 1552021. [F 254 ). Available:
https://www.nikkei.com/article/DGXZQOUE149WNOU1A510C2000000/.

LY RYA oOKREH, “WRA) Y VERER. ADTVEETE
R=INSTITVFBHRINLANGET DWEZMER” 1972021 [F 254
~/]. Available: https://blog.trendmicro.co.jp/archives/28308.
RS EREFREL, “AREBEOEARRS AL
TRERE” 462021, [F 254 ). Available:
https://www.nikkei.com/article/DGXZQOUE04A290U 1A600C2000000/.
BABHAINRIVRF—, “FUIEYIICRURA V51 VEER 1 520D/
F—27 2872021. [ 54 2]. Available:
https://blog.kaspersky.co.jp/olympic-scams-top-5-schemes/31272/.

IRSTATEUAN BHRAVEHEERIE, "Bt +1') 7 1 10KBEK 2021, 27 1

2021. [ 254 /). Available:
https://www.ipa.go.jp/security/vuln/10threats2021.html.

BREHNTTT—%, “JO0—/Nbtx1 )T« SAPEEEL R— b 2019FE

SE2PYHER” [T A ). Available: https;//www.nttdata.com/jp/ja/-
/media/nttdatajapan/files/services/security/nttdata_fy2019_2q_securityreport.pdf.

ELBDARET Y

© 2022 NTT DATA Corporation

[10]

(1]

[12]

[13]

[14]

(13]

[16]

(17]

(18]

(19]

Fortinet, Inc, “PSIRTEE{EH DFTR,” 20 8 2021. [Z T4 /). Available:
https://www.fortinet.com/jp/blog/psirt-blogs/psirt-and-the-responsible-
disclosure.

piyolog, “EEERFRIHARTIE 7 VR &E5HHDRSERVPNIRZ FDARICD
WTEEHTHIE,” 30 112020. [ T4 ). Available:
https://piyolog.hatenadiary.jp/entry/2020/11/30/063636#f-6d9a455d.

Fortinet, Inc, “BRMN$H ST U ¥ —hFortiGate SSL-VPNDEREEIFHRZE N6,
89 2021. [F 251 2/]. Available: https://www.fortinet.com/jp/blog/psirt-
blogs/malicious-actor-discloses-fortigate-ssl-vpn-credentials.

Fortinet, Inc, “BFBIICHITSNIZHTTPUY —R U I TR MK BSSL-VPNZE
NMUTFortiOSY AT LT 7 A IVDIRA,” 24 52019. [F 251 ). Available:
https://www.fortiguard.com/psirt/FG-IR-18-384.

JPCERT/CC, “#8#1® SSL VPN EmDAEHEICEI T 23 ERME,” 29 2019. [
254 1. Available: https://www.jpcert.orjp/at/2019/at190033.html.

Fortinet, Inc,, “SSL VPN RPAZIREIE UTZATP 29,” 16 7 2020. [A 251 V).
Available: https://www.fortinet.com/jp/blog/psirt-blogs/atp-29-targets-ssl-vpn-
flaws.

JPCERT/CC, “Fortinet 18 FortiOS ( SSL VPN #8EDAEISME (CVE-2018-
13379) DREZEZFT BN MMIBET BIEHROLARMICDOVT,” 27 11 2020. [
254 ). Available: https://www.jpcert.orjp/newsflash/2020112701.html.
Fortinet, Inc, “CVE-2018-13379 [CB89 3577y 7 —h,” 30 112020. [ 5
- 2]. Available: https://www.fortinet.com/jp/blog/psirt-blogs/update-
regarding-cve-2018-13379.

WY A N—tF21UT1EYSY—, “FortinetBVPNDAEFSIH(CVE-2018-
13379)ICRAT 2EEA U T SBEEZ(C DV TOFREEDHELIC DT, 3
12 2020. [ 254 /). Available:
https://www.nisc.go.jp/active/infra/pdf/fortinet20201203.pdf.

Fortinet, Inc,, “FireEye L' RF—LY—ILDEE," 1112 2020. [F V1 V).
Available: https://www.fortinet.com/jp/blog/psirt-blogs/fireeye-red-team-tool-
breach.

30



)

[20]

[21]

[22]

(23]

(24]

(23]

(26]

[27]

(28]

CISA/FBI, “FBI-CISA Joint Advisory on Exploitation of Fortinet FortiOS
Vulnerabilities,” 2 4 2021. [ 254 2/]. Available: https://us-
cert.cisa.gov/ncas/current-activity/2021/04/02/fbi-cisa-joint-advisory-
exploitation-fortinet-fortios.

Fortinet, Inc, “/VwF EREIHEDEE” 34 2021. [ 254 ]. Available:
https://www.fortinet.com/jp/blog/psirt-blogs/patch-vulnerability-management.

FBI, “MI-000148-MW,” 27 52021. [ 25 /]. Available:
https://www.ic3.gov/Media/News/2021/210527.pdf.

Fortinet, Inc, “XRY hD—ODEGHZHEHRTDICE. /Ny FEAZEETD
CEDFE 162021 [F 254 ). Available:
https://www.fortinet.com/jp/blog/psirt-blogs/prioritizing-patching-is-essential-
for-network-integrity.

SB C&SHRAAH, “FortiGate TUE— M TP I RRE SSL-VPNIRE (FHkEME
[F) " 13 82020. [ T4 2/]. Available: https://licensecounterjp/engineer-
voice/blog/articles/20200813_fortigatesslvpn.html.
50570 REREHt, “SSL-VPNR—S IV EHRET B,

https://www.teracloud.co.jp/manual_remotevpn_operationaldesign_portal.html.

Tenable, Inc, “CVE-2018-13379. CVE-2019-11510 : FortiGated> K UPulse
Connect SecureDEFFMEZE RV ZIENFEEZIND,” 2019. [ 541 V1.
Available: https://jp.tenable.com/blog/cve-2018-13379-cve-2019-11510-
fortigate-and-pulse-connect-secure-vulnerabilities-exploited-in.

LRV oOKREH, “TUTLDITT [Cring] DHENERN TIEK.
VPNEESSHZIHLMEA,” 20 5 2021. [ V54 ). Available:
https://blog.trendmicro.co.jp/archives/27830.

ncsc, “Advisory:APT29 targets COVID-19 vaccine development,” 2020. [7~/
- 2/]. Available: https://www.ncsc.gov.uk/files/Advisory-APT29-targets-
COVID-19-vaccine-development-V1-1.pdf.

© 2022 NTT DATA Corporation

[ 254 /1. Available:

[29]

(30]

(31]

(32]

[33]

(34]

(33]

(36]

(37]

(38]

BRAKKHNTTT—%, “JO0—/NbtEF 1) 7« EAEHEAL R— b 2019FE
SEAPQHHER” [ 54 ). Available: https://www.nttdata.com/jp/ja/-
/media/nttdatajapan/files/services/security/nttdata_fy2019_4q_securityreport.pdf.

MRABHMNTTF—%, “IO0—/NIbtF1) 7« BAEMEEHAL R— b~ 20205
SE1EYHR” [4 2 S 4 V). Available: https://www.nttdata.com/jp/ja/-
/media/nttdatajapan/files/news/information/2020/091101/091101-01.pdf.

L LAY RT LRSS, “FortigateD 7 7 — LD T 7 Z&EVA0NNSV5.0NT Y TJ
L—R93FIE" [#454 ] Available: https://www.rem-
system.com/fortigate-firm-versionup/.

Fortinet, Inc, “Upgrade Path Tool Table,” [~ Z Z/]. Available:
https://docs.fortinet.com/upgrade-tool.

BAEEE, ‘A N-KE. B APAVOICKESNDREE” 1012
2020. [ 254 2/]. Available:
https://www.nikkei.com/article/DGXZQODG080Z40Y0A201C2000000;/.

ERr, ‘MR7-1 ERBEOEE (BH28F (20205%F) B) [V [(FUS1 UL

Available: https://www.npa.go.jp/hakusyo/r02/honbun/html/w7711000.html.

HASH BB “VPND/NZ T — RASERRE  AESSIHEDTRILEICR DN
F 512021, [F 254 V). Available:
https://xtech.nikkei.com/atcl/nxt/mag/nc/18/020600011/122400071/.

KA TE, “RBEF" 42354 ] Available:
https://job.mynavi.jp/23/pc/search/corp93217/outline.html.

EBEFEFAENEA “SHRRUBH OB - OBE (Bfk3E48181
1) [CDWT,” [F 54 ] Available:
https://www.city.imari.saga.jp/18291.htm.
EHERMETRS, “12A1HORBEFEHREICOVT (HER)

1. Available: https://www.town.aichi-

B AR

togo.lg.jp/kikaku/joho/chousei/jouhouseisaku/20201201cyber.html.

31



)

(39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

(48]

[49]

BHMRRMATRS, “FSHRMROBH EORBEI EOBER (fHM3F481H
TE) (FD1) ) 142021, [F T4 ). Available: https://www.town.aichi-
togo.lg.jp/jinji/jinji/chousei/jinji/jinjigyousei/documents/r3syokuinsuusono1.pdf.

—MRAEEAL LSS, “600BDMMBIC T 1 N —KE,”
4 /1. Available:
https://nordot.app/7062487894380391377c=39546741839462401.

BABNEE, “SHBEEHH 2 FEX" [F2 351 V] Available:

https://www.jnto.go.jp/jpn/about_us/reports/f_jigyou_r2.pdf.

HRSHEU I —b, “SHBRE" (4254 V] Available:

https://www.recruit.co.jp/company/profile/.

BH#FfREERET, “SHOHAI I T ALK U TOFRET I ERICDONT
(HeEk) 7 25 12 2020. [ T4 1. Available: https://www.nissin-

sugar.co.jp/cms/wp-content/uploads/2020/12/201225.pdf.

BisEkst, ‘SHBIE” (4251 ). Available: https://www.nissin-
sugar.co.jp/company/outline/.

BRASHT 1« —HAL W I, 1122020. [F 2541 V). Available:
https://news.decurret.com/hc/ja/articles/360060170213.

N=VIFr UT7HAEHE, “URAESHT 1 —HAL Y FDKA - RREA - &
BIER” (4251 ) Available:
https://doda.jp/DodaFront/View/Company/j_id__10185053863/.
BREZBAT, “BRAR" (423541 ] Available:
https://www.keio.ac.jp/ja/about/learn-more/data/.

FUIRARZE, “VPNURIERLASHE AT 1 N —REICRE Y D3EIC DL\ T(FE23R),”
412 2020. [ 5 ). Available: https://www.sapporo-u.ac.jp/news/su-
news/2020/12043139.html.

TURASE, “OHEH/HE— ALY FER/FEIEER"
Available: https://www.sapporo-u.ac.jp/img/2021_kyoinsuu.pdf.

1122020. [ 25

(F 2541

© 2022 NTT DATA Corporation

(50]

(51]

(52]

(53]

[54]

(53]

[56]

(571

(58]

BHIEKRY, “VPNIRBAZR@ADT A N—KEIZDNT,” 412 2020. [F
224 1. Available: http://www.fukui-ut.ac.jp/news/topics/entry-6566.html.
BHIFKE “BEERBR" (42> ). Available: http://www.fukui-
ut.ac,jp/ut/introduction/public/teacher/.

KA T 7L E 31—, “—EmiImE®RR" (42351 2] Available:
https://hospia.jp/hosinfo/1232200369.

BRERE, “TAN—tF2UT8BENARS1 2 Ver 20
Available:
https://www.meti.go.jp/policy/netsecurity/downloadfiles/CSM_Guideline_v2.0.pdf.

The Citizen Lab - University of Toronto, “From Pearl to Pegasus Bahraini
Government Hacks Activists with NSO Group Zero-Click iPhone Exploits,” 24 8
2021. [/ 254 /]. Available: https://citizenlab.ca/2021/08/bahrain-hacks-
activists-with-nso-group-zero-click-iphone-exploits/.

The Citizen Lab - University of Toronto, “The Great iPwn Journalists Hacked
with Suspected NSO Group iMessage ‘Zero-Click’”  Exploit,” 20 12 2020. [#
224 1. Available: https://citizenlab.ca/2020/12/the-great-ipwn-journalists-
hacked-with-suspected-nso-group-imessage-zero-click-exploit/.

Project Zero, “A Look at iMessage in iOS 14,” 28 12021. [A 251 ).
Available: https://googleprojectzero.blogspot.com/2021/01/a-look-at-
imessage-in-ios-14.html.

The Citizen Lab - University of Toronto, “FORCEDENTRY NSO Group iMessage
Zero-Click Exploit Captured in the Wild,” 13 9 2021. [ 2 5 2/]. Available:

https://citizenlab.ca/2021/09/forcedentry-nso-group-imessage-zero-click-
exploit-captured-in-the-wild/.

LR o0O%, “RINATIT [Pegasus] DB TEAEN/ziPhone®
OO0 Uy oI ORF0O4 b lForcedEntry] ZfESR,” 27 92021. [A 254
1. Available: https://blog.trendmicro.co.jp/archives/28782.

(F254 1.

32



)

(59]

(60]

[61]

[62]

(63]

[64]

(65]

[66]

0. Tsai, “ProxyLogon is Just the Tip of the Iceberg. A New Attack Surface on
Microsoft Exchange Server!,” 2021. [77 25 Z/]. Available:
https://i.blackhat.com/USA21/Wednesday-Handouts/us-21-ProxyLogon-Is-Just-
The-Tip-Of-The-Iceberg-A-New-Attack-Surface-On-Microsoft-Exchange-
Server.pdf.

SHODAN, “Shodan report,” 7 11 2021. [4 254 2/]. Available:
https://www.shodan.io/search/report?query=http.title%3Aoutlook+exchange.
Microsoft, “Microsoft Exchange Server D23 1. 1) 7 1 B4BED /N1 /N A DAEES
%,” 137 2021. [ 254 2/]. Available: https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2021-31207.

Microsoft, “Microsoft Exchange Server D) E— k TI— RNETEINDHETS
4, 1372021, [ 254 ). Available: https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2021-34473.

Microsoft, “Microsoft Exchange Server DRHEDFHEDAEISME,” 13 7 2021. |
7 254 ). Available: https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2021-34523.

Tenable, “ProxyShell: Attackers Actively Scanning for Vulnerable Microsoft
Exchange Servers (CVE-2021-34473),” 98 2021. [/ 254 2/]. Available:
https://www.tenable.com/blog/proxyshell-attackers-actively-scanning-for-
vulnerable-microsoft-exchange-servers-cve-2021-34473.

BROADCOM SOFTWARE (Symatec Enterprise Blogs), “LockFile: Ransomware
Uses PetitPotam Exploit to Compromise Windows Domain Controllers,” 21 8
2021. [4 254 ]. Available: https://symantec-enterprise-
blogs.security.com/blogs/threat-intelligence/lockfile-ransomware-new-
petitpotam-windows.

ZERO DAY INITIATIVE, “FROM PWN20OWN 2021: A NEW ATTACK SURFACE ON
MICROSOFT EXCHANGE - PROXYSHELL!,” 18 8 2021. [ 2 5 /]. Available:
https://www.zerodayinitiative.com/blog/2021/8/17/from-pwn2own-2021-a-
new-attack-surface-on-microsoft-exchange-proxyshell.

© 2022 NTT DATA Corporation

[67]

[68]

(69]

[70]

[71]

[72]

(73]

[74]

[75]

ITMedia T —T54 X, “WebY TIVHEEIFEABREDH  Microsoft
365 Defender BRE14AHEIRET DBRL” 1522021, [A 51 V1.
Available: https://www.itmedia.co.jp/enterprise/articles/2102/15/news130.html.
HREY TT VY, “Microsoft Exchange Server MRS TProxyShell] & (&
;. 692021, [ 54 ). Available:
https://www.softek.co.jp/SID/blog/archive/entry/20210902.html.

CertNZ, “Active scanning for Microsoft Exchange Proxyshell vulnerability,” 8 8
2021. [4 254 ]. Available: https://www.cert.govt.nz/it-
specialists/advisories/active-scanning-for-microsoft-exchange-proxyshell-
vulnerability/.

SecurityNext, “ lExchange] DBESFME [ProxyShell]l [CEER - BRAFEETK
HBRFHGERMERE,” 24 8 2021. [ 254 2/]. Available: https://www.security-
next.com/129248/2.

Canon, “ILYZXTOA F>THATIN?ERDOVILY T PTHEEMHED D
TU&DIM?,” 109 2015. [T ]. Available: https://eset-info.canon-
its.jp/malware_info/qa/detail/150910_1.html.

Microsoft, “O54 7k 70X H—EX" 1692021. [ 51 ).
Available: https://docs.microsoft.com/ja-jp/exchange/architecture/client-
access/client-access?view=exchserver-2019.

A=Y T 1 X, “ProxyShell vulnerabilities in Microsoft Exchange: What to
do,” 23 82021. [ T4 Z/]. Available: https://news.sophos.com/en-
us/2021/08/23/proxyshell-vulnerabilities-in-microsoft-exchange-what-to-do/.
Huntress, “Microsoft Exchange Server Still Vulnerable to ProxyShell Exploit,”
19 8 2021. [A 251 /). Available: https://www.huntress.com/blog/rapid-
response-microsoft-exchange-servers-still-vulnerable-to-proxyshell-exploit.
BLEEPING COMPUTER, “US insurance giant AJG reports data breach after
ransomware attack,” 27 2021. [ 25 2/]. Available:
https://www.bleepingcomputer.com/news/security/us-insurance-giant-ajg-
reports-data-breach-after-ransomware-attack/.

33



)

[76]

(771

(78]

[79]

(80]

(81]

(82]

(83]

(84]

ScanNetSecurity, “ZV TIUADTAN—KE, JI—TEHZECERI X
T LT = —NEESEREIC,” 1982021, [ 51 V). Available:
https://scan.netsecurity.ne jp/article/2021/08/19/46145.html.

ZIE# Digital, “KRITREICT 1 N\—IKE HF1500%LCRELAD,”
2021. [ZF 254 /). Available:
https://www.asahi.com/articles/ASP785DGOP78UHBIOOF.html.

GIGAZINE, “TOFUFNIRT LN VG LTI THRETI DY, HEES
[FrzA 5 ) T7OMMEIF 700X &NV h—ZIEE#” 182021. [42F
-1 2]. Available: https://gigazine.net/news/20210803-italys-lazio-hacker-
vaccine-booking-website/.

97

ZD Net,
82021. [ 254 /). Available: https://www.zdnet.com/article/accenture-says-
lockbit-ransomware-attack-caused-no-impact-on-operations-or-
clients/#ftag=RSSbaffb68.

Scan Net Security, “/N\\F T I —TDFRKICST T LD T THE
HOMESBROEEIC,” 1382021, [F 51 V). Available:
https://scan.netsecurity.ne.jp/article/2021/08/19/46146.html.

IT Media NEWS, “Z 2% A7 1 PHETTEABORRIER, BRIV TILK
FOAVIIZIVADYIVIYNFER” 179 2021. [F 254 V). Available:
https://www.itmedia.co.jp/news/articles/2109/17/news149.html.

Scan Net Security, “FIERRAEIEANT VT LD T TRE, ¥(5EET—9 0@
NEBRIEESAL,” 30 8 2021. [F 51 ). Available:
https://scan.netsecurity.ne.jp/article/2021/09/08/46258.html.

Security NEXT, “EEHEIIRGTOD/\BRERT. T— /NI T LEE
2021. [# 254 ). Available: https://www.security-next.com/129574.

“Accenture says Lockbit ransomware attack caused 'no impact',” 11

. RAB

109

DataBreaches.net, “Crystal Valley Computer Systems Infected By Ransomware
Attack,” 19 9 2021. [7F 254 /). Available: https://www.databreaches.net/mn-
crystal-valley-computer-systems-infected-by-ransomware-attack/.

© 2022 NTT DATA Corporation

(85]

(86]

(87]

(88]

(89]

[90]

[91]

[92]

HARINTTF—%, “J0—/NIbtF21 T ¢ EAEEHEEL R— b 2021 FE
5519 2112021, [F 251 V). Available:
https://www.nttdata.com/jp/ja/-
/media/nttdatajapan/files/services/security/nttdata_fy2021_1q_securityreport.p
df.

1 RAMTHARKE, “REBGREAITTA MIFETIER - L AW
TATY MERIRL” 672021, [F 54 V). Available:
https.//www.securlty-next.com/127865.

BRASHIRERER, “BHINEETS DRXREXAAXISI VAT AD
RE7 IR RICLDHERBERALICEAT 2HFCEHMSE,” 1272021 [
Z2 54 ). Available:
https://www.cosmospc.co.jp/notice/upload/ed661581b067c469eb29047679fa8
a86e6446fe7.pdf.

A1 RAMTHASKE, “BHMEBRY A SIFETITEX - JLUNERR
HORREM,” 13 7 2021. [ 2 54 ). Available: https://www.security-
next.com/128099.

T1—RAATHASH, “BRBEERADORY b IV TICRET IR -
D UABHMNKRE, Z1—AA 7HARM, 147 2021. (4254 V1.
Available: https://www.security-next.com/128114.

BREHF v 0 7 1 ), “HHFEANEET DA S 3 v TADR
E7 7 ERICLBEANRRRRICET SHFECEHSE,” 2072021, (A
=4 ). Available:
http://fs.magicalir.net/tdnet/2021/1446/20210719469018.pdf.
BlRetEATR, “BHMNEET S BHRSARNY3avEDIYA b A
DARET7 VL RICLBEABRBAVICET SHFUEHHSE,” 2172021
[7F 254 2]. Available: https://www.mainichigenki.co.jp/210721.pdf.

BN &tt SONS-MARKET, “BEtthMEEd S TKQLFT TOOLS] ADRIETF I+
AL BBANRRBAVICET DHFECEHMOE,” 2672021, [ 512
1. Available: https://kqlft.com/card.pdf.

34



)

93] XA T IV, “WHINEETSFVI1 23y TADRET IV ERICEK
2 BAABRALICET ISRV CWE" AT U1, 16 8 2021. (4
- 2/]. Available: https://www.fancy-fukuya.co.jp/topics/news20210816/.

[94] FvvTAUI=FIaFIVERRE, “OLIY b A—RERRLICETS
HFEUOEHAMSYE,” FvvTA09—F U3 FTIAEH, 1882021, (A5
- 2]. Available: https://thehairbarjp/blogs/news/information001.

[95] BRAZHIVFEE, “BHINEET S [DIVFRFWEBY 1~ ADTIEY
JERICLBEAFRBAVICET 2HFECESMOE,” HRASHIVFE
28,23 82021. [F 54 /). Available:
https://komakimusic.co.jp/pages/important-notices.

[96] BRI EE, “BEUCEHHSE [E5FAVITA3avT] ADOFR
E7VERCLBBEABERBZINICOVNT,” #AHREE, 792021, [F
4 2/]. Available:
https://www.tachikichi.co.jp/2021/09/07/%e3%81%8a%e8%a9%ab%e3%81%b3
%€3%81%a8%e3%81%8a%e7%9f%a5%e3%82%89%e3%81%9b/.

97] HASUEBRRR, “BHNEET S FRESOAIS12Y3avT AD
RE7 I RICLBEANBRBAVICET SHEZFCEHMOE,” AR
AEM, 149 2021. [ 54 ). Available: https://www.sekiya.com/notice/.

98] BZET vV IHARN, ‘BRI —T—IDEETS [FLZECI ADFR
E7ORRISOVNT” RETYIHKRAEE, 16 9 2021. [ 2541 ). Available:
https://www.toshibatec.co.jp/information/20210916_01.html.

991 VI7—#%Aatt, “PEEN. FRIOFHHRREEE RADH] . BERRTE
SETERES=FEHE" 25112021. [ 51 V] Available:
https://news.yahoo.co.jp/articles/980d2096cc9d2da53b075b994¢c26982605c759
2c.

[100] %RASH BT R—VEHEM, “ItRAK. SBELRIIKRE FREIOT O
ET” 10112021, [ 5 ). Available:
https://www.nikkansports.com/sports/news/202111100000113.html.

© 2022 NTT DATA Corporation

[101] TREND MICRO, “ T4 =TT I A V| [CKBFFHRCT TS F T —URE(C
L5, 1 2020 DBEEIAZ TR, 1012 2019. [F 254 V). Available:
https://blog.trendmicro.co.jp/archives/23044.

[MO2INECY ) 1—23 VA I R=F, “T4—TFTx470 [HEHFEDERICK
YESRBBINDIREFEND—D1 )" A (4254 ] Available:
https://www.nec-solutioninnovators.co.jp/ss/insider/security-words/33.html.

[103] ZDNet Japan, “CEOIC@W T FUT=T 1 —T T T4 U DEE TH26005HD
SEEREED, 59 2019. [F 54 V). Available:
https://japan.zdnet.com/article/35142255/.

[104] Microsoft, “REMIEHRIERICHIF 77z RERW AT DWT,” 792020, [42
T4 1. Available: https://news.microsoft.com/ja-jp/2020/09/07/200907-
disinformation-deepfakes-newsguard-video-authenticator/.

35



J0O0—-/NbtF 1) 7 1 ShhPgEAL R— ~
20217 5E2P94HA

2022F 1B 18HFIT

BHARHNTTT—%

1) 7 1 BATER

ARA Hhl / KU T / =l K#H / THk STAER
AH &7 /7T 4 / RE @5
nttdata-cert@kits.nttdata.co.jp

© 2022 NTT DATA Corporation



